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IntroductionIntroduction

�� Problem: Problem: 

�� Maintaining vending machine inventoryMaintaining vending machine inventory

�� Wireless communication is expensive Wireless communication is expensive 

�� Too much time to personally check machinesToo much time to personally check machines

�� Desired Solution: Desired Solution: 
�� Cheaper alternative to wireless communicationCheaper alternative to wireless communication

�� Improve maintenance efficiencyImprove maintenance efficiency



IntroductionIntroduction

�� Device reads status information from vending Device reads status information from vending 

machine controller (DEX)machine controller (DEX)

�� Proposed device alerts consumer with LCD Proposed device alerts consumer with LCD 

message to call a database to enter encrypted message to call a database to enter encrypted 

codecode

�� Consumer receives new code and free beverageConsumer receives new code and free beverage



RequirementsRequirements

�� Information from DEX: Information from DEX: 

�� Inventory of each productInventory of each product

�� Amount of bills, coinsAmount of bills, coins

�� Location / identification of machineLocation / identification of machine

�� Unique encrypted codesUnique encrypted codes

�� Triggers only once until reTriggers only once until re--servicedserviced



Requirements ContRequirements Cont’’dd

�� Encryption / Decryption keys provided to Encryption / Decryption keys provided to 
companycompany

�� 16 digit code16 digit code

�� Components to fit inside machine Components to fit inside machine 

�� LCD, button, and keypad placed outside LCD, button, and keypad placed outside 
machinemachine

�� Client would prefer C# language for Client would prefer C# language for 
softwaresoftware



Project Flow ChartProject Flow Chart
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Technical ContentTechnical Content

�� Peter: DEXPeter: DEX

�� BirendraBirendra: Encryption / Decryption: Encryption / Decryption

�� Shannon: Hardware / CodeShannon: Hardware / Code



DEXDEX

�� Serial Communication (RSSerial Communication (RS--232)232)

�� Using serial communication interruptsUsing serial communication interrupts

�� Made Cable (schematic below) for transferMade Cable (schematic below) for transfer

Diagram Provided 
by Bonusdata.net



DEX informationDEX information

�� DEX raw data provides the following DEX raw data provides the following 

information:information:

�� Machine serial numberMachine serial number

�� Sales summarySales summary

�� Overall or per productOverall or per product

�� Money Contained (Coins, Bills)Money Contained (Coins, Bills)

�� Item sold outItem sold out

�� Other informationOther information

�� Power outage counter, number of DEX readsPower outage counter, number of DEX reads



DEX Main Flow ChartDEX Main Flow Chart
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DEX Communication Flow ChartDEX Communication Flow Chart
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DEX Serial CommunicationDEX Serial Communication

�� Using RC6 and RC7 from PIC as transmit Using RC6 and RC7 from PIC as transmit 

and receive linesand receive lines

�� TXREG and RCREG commands to send TXREG and RCREG commands to send 

and transmit dataand transmit data

�� Send ENQ, receive using RCREGSend ENQ, receive using RCREG

�� Set baud rate Set baud rate –– must matchmust match



DEX SummaryDEX Summary

�� Serial Communication (RSSerial Communication (RS--232)232)

�� Check status after each vendCheck status after each vend

�� Trigger beverage vendTrigger beverage vend

�� Can provide which items are sold outCan provide which items are sold out

�� Our customer would like the capability to Our customer would like the capability to 

provide inventoryprovide inventory

�� DEX does not directly provide inventoryDEX does not directly provide inventory

�� Counter reset each time machine filled could Counter reset each time machine filled could 

solve thissolve this



Inventory Status MessageInventory Status Message

• Get information from DEX

• DEXINFO 

Serial No.                             Product Inventory        Coins/Bills   

• Store inventory of each product in INV[7]

INV

• Check if product running low and store status in PID[7]

PID

• Check if coins and bills are running low or overflowing

33 99 66 77 77 77 11 00 1212 11 1010 22 44 1515 2121 00 99 11 00 44

1212 11 1010 22 44 1515 2121

00 11 00 11 11 00 11



Inventory Status Inventory Status Message(ContdMessage(Contd.).)

• InvEmergency=1 

� product running low

� too many/few coins/bills

• Encrypt 

Serial No(0-7) PID(8-14) Coins/Bills(15)

33 99 66 77 77 77 11 00 00 11 00 11 11 00 11 11



AlgorithmAlgorithm
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Implementing the AlgorithmImplementing the Algorithm

�� Encrypt converted into binary (Encrypt converted into binary (BinEncryptBinEncrypt))

�� XOR with KEY1 XOR with KEY1 --> > EncryptedInfoEncryptedInfo

�� EncryptedInfoEncryptedInfo converted into converted into decdec ((DecEncryptDecEncrypt))

�� Displayed on LCD to send to Displayed on LCD to send to AppolisAppolis

BinEncryptBinEncrypt

KEY1KEY1

EncryptedInfoEncryptedInfo

0000001111111111000000

0000110011111111000011

1111000011111111111100



Implementing the Implementing the Algorithm(ContdAlgorithm(Contd.).)

�� Software receives Software receives DecEncryptDecEncrypt

�� Convert into binaryConvert into binary

�� XOR with KEY1 and extract original XOR with KEY1 and extract original msgmsg

BinDecryptBinDecrypt

KEY1KEY1

Original Original MsgMsg

0000110011111111000011

0000001111111111000000

1111000011111111111100



Implementing the Implementing the Algorithm(ContdAlgorithm(Contd.).)

�� OriginalMsgOriginalMsg XOR with KEY2 XOR with KEY2 --> Code> Code

�� Convert into Convert into decdec and send it to userand send it to user

OrgMsgOrgMsg

KEY2KEY2

CodeCode

0000000000111111111111

1111000011111111111100

0000111100111111111100



Implementing the Implementing the Algorithm(ContdAlgorithm(Contd.).)

�� User enters CodeUser enters Code

�� Code converted into binaryCode converted into binary

�� XOR with KEY2 XOR with KEY2 --> > EncryptedInfoEncryptedInfo

�� This validates the codeThis validates the code

�� Free Pop dispensed!Free Pop dispensed!

CodeCode

KEY2KEY2

EncryptedInfoEncryptedInfo

0000000000111111111111

0000111100111111111100

1111000011111111111100



Decrypting the MessageDecrypting the Message

33 99 66 77 77 77 11 00 00 11 00 11 11 00 11 11
0      1       2      3      4      5      6      7      8     9     10     11    12    13    14     15

• Serial No    0-7                Identify/locate the vending machine

• PID             8-14 Indicates which products are running low

• Coins/Bills   15 Indicates coin/bill emergency



Hardware / SoftwareHardware / Software

�� KeypadKeypad

�� ButtonButton

�� LEDLED’’ss

�� Interface with LCDInterface with LCD



KeypadKeypad

�� Picture at left courtesy of Picture at left courtesy of GrayhillGrayhill, Inc. , Inc. 
Website: Website: 
http://lgrws01.grayhill.com/web/imagehttp://lgrws01.grayhill.com/web/image
s/ProductImages/Series%2096%20Stas/ProductImages/Series%2096%20Sta
ndard%20Keypads.pdfndard%20Keypads.pdf

�� Picture above courtesy of Shannon Picture above courtesy of Shannon 
EarleyEarley



Keyboard Schematic
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LED Schematic
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Screen ShotsScreen Shots



Project StatusProject Status

�� Reading DEXReading DEX

�� Done, machine needs servicingDone, machine needs servicing

�� Encryption / Decryption algorithmEncryption / Decryption algorithm

�� Functional Keypad, LCD, LEDFunctional Keypad, LCD, LED’’ss



Next Semester TasksNext Semester Tasks

�� Convert code to C#Convert code to C#

�� Using ARM microprocessorUsing ARM microprocessor

�� Make PCBMake PCB’’s for all Hardwares for all Hardware

�� Enclosure for HardwareEnclosure for Hardware

�� Vend free beverageVend free beverage

�� Provide inventory informationProvide inventory information



TimelineTimeline



BudgetBudget



Budget ContBudget Cont’’dd



SummarySummary

�� DEX communicationDEX communication

�� EncryptionEncryption

�� User InterfaceUser Interface


